NHOOPMAILIMOHHASA MNAMATKA JJd OBYYAKOLHIUXCA JJIA
PASMEHIEHUA HA O©OUITUAJIBHBIX UHTEPHET-PECYPCAX
C KaxabpIM TOJOM MOJIOJICKU B UHTEPHETE CTAHOBUTHLCS OOJIbINE, a MIKOJIbHUKU
OIHU M3 CaMbIX AaKTUBHBIX IOJIb30Barenen PyHera. Mexay Tem, NOMEUMO
OTPOMHOTO KOJIMYE€CTBA BO3MOXXHOCTEN, MHTEPHET HECET U MPOOJIeMbl. JTa MamMsTKa
J0JDKHA TIOMOYb TeOe 0€30MacHO HaXOAUThCS B CETH.

KomnbloTepHbie BUPYCHI
KomnbioTepHblii BUpPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOTPaAMM,
OTJIUYUTEIBHON OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K PA3MHOKEHUIO.
B nononHenue k 3TOMY, BUPYChl MOTYT TMOBPEAUTH WU MOJTHOCTHIO YHUUTOKUTH
Bce (paiiyibl ¥ JaHHBIE, TOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLIa
3amylleHa 3apa)k€HHas MporpamMma, a TaKke MOBPEAUTh WU JaXKe YHUUYTOXKUTh
OTIEPAIIMOHHYI0 CHUCTEMY CO BcemH (paiimamu B 1ieioM. B GoNIBIIMHCTBE ciiydaeB
PaCIPOCTPAHSIIOTCSI BUPYCHI YE€PE3 UHTEPHET.
MeTobI 3aITUThI OT BPEJIOHOCHBIX MTPOTPAMM:

1. Ucnonb3yil cOBpeMEHHBIE ONEPAIIMOHHBIC CUCTEMBbI, UMEIOIINE CEPhE3HBIM
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IPOrpaMM;

2. TlocrosuHO ycraHaBnuBail martun  (MUGPOBBIE  3aIUIaTKU, KOTOPHIE
ABTOMATHYECKH YCTAHABIUBAIOTCS C I1EJBI0 JTOpPabOTKU MpOrpamMMbl) U
Jpyrue OOHOBJICHUS CBOCH omeparmoHHON cuctembl. CKaurBai UX TOJIBKO C
opummanbHoro caiita paspadorunka OC. Ecou cymecTtByeT pexum
aBTOMAaTHUYECKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3. PaGoraii Ha cBoeM KOMIIBIOTEpE IO/ TpaBaMH IOJIb30BATENsA, a HE
aAMUHUCTPATOPa. ITO HE TIO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrPaMM
MHCTaJUIMPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Wcnonb3yil  aHTUBUPYCHBIE  MPOTPAMMHBIE  MPOAYKTHI  M3BECTHBIX

IIPOU3BOUTENIEH, C aBTOMATHUYECKUM OOHOBJICHHEM 0a3;

Orpannyb GU3HYECKUN JOCTYI K KOMITBIOTEPY AJIs IOCTOPOHHUX JIUIL;
Hcnonb3yit BHEITHUE HOCUTENU WH(OPMAIUK, TaKue Kak (prienika, TucK uiu
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbiBail KOMIBIOTEpHBIC (DaiiIbl, TMOJTYYEHHBIE W3 HEHAJEHKHBIX
UcTOYHUKOB. Jlaxke Te (aitybl, KOTOpbIE MpUCTaT TBOM 3HAKOMBI. Jlyure
YTOYHU Y HETr0, OTIPABIISLI JIH OH TeOe HX.

Cern WI-FI
Wi-Fi - 3T0 He Buj nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIIb OPCH I, MapKa.
Eme B 1991 rony Huaepnanackas komnanus 3apeructpuponana Openn "WECA",
4yT10 0003Haudano cioBocoueranue "Wireless Fidelity", koTopslii mepeBoauTCsl Kak
"OecrpoBOTHAS TOYHOCTH .
Jlo Haiero BpeMeHH Jlonuia apyras adOpeBuaTypa, KOTOpas SIBISETCS TaKOW Ke
TexHojoruer. 1o abobpesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JAHO C HAMEKOM
Ha CTaHJapT BhICIIEH 3ByKOBOM TexHUKHU Hi-Fi, yTo B mepeBojie 03HauaeT "BhICOKas
TOYHOCTH .
Jla, OecmuiaTHbBId WHTEPHET-IOCTYN B Kade, OTeNsIX W a’poropTrax sBISIETCS
OTJINYHOM BO3MOXHOCTBIO BbIXO/Ia B UHTepHET. HO MHOTHE 3KCIIEPThI CUUTAIOT, YTO
obmenoctynabie Wi-Fi ceTu He ABISIIOTCS 0€30MaCHBIMM.
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CoBeThblI 110 0€30MacHOCTH pabOTHI B 00IIEAOCTYTHBIX ceTsiX Wi-fi:

1.

He mepenaBaii cBoro jauuHyo wHpOpManuio yepe3 odmeaoctynabie Wi-Fi
cetu. PaboTtas B HHX, jKeJlaTe€JIbHO HE BBOJAMTH MMAPOJIA JOCTYIA, JOTUHBI U
KaKHe-TO HOMEPA;
Hcnonb3yilt 1 OOHOBIIAM aHTUBUPYCHBIE MpOrpaMMmbl U Opanamayep. Tem
caMbIM ThI 00€30macuIllb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOIMCTBO;
[Mpu ucnonszoBannu Wi-Fi otkroun Gynkiuro "OOmmmii 1oty K aitnam u
npuntepam". JlanHas QyHKIUS 3aKpbITa IO YMOJIYAHUIO, OHAKO HEKOTOPHIE
N0JIb30BaTENM aKTUBUPYIOT €€ JUIsl y00CTBa HUCIONIb30BaHUs B paboTe WM
yueoe;
He ucnonw3yit my6nmunsiit WI-FI 115 nepenaun AMuHbIX JaHHBIX, HATIPUMED
JUIS1 BBIXOJIA B COUMAJIBHBIE CETH WIIN B DJIEKTPOHHYIO TIOUTY;
Hcnonb3yii Tonbko 3anuuienHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-anpeca BBoaU uMeHHO "https://";
B MoOunbHOM Tenedone otkimoun ¢Gynkuuio "Tloaxmouenne k Wi-Fi
aproMmatnuecku'. He nonmyckail aBTOMaTH4ECKOTrO MOAKIFOUYEHHUS YCTPONCTBA
k cetsiMm Wi-Fi 6e3 TBoero coriacusi.

CoumanbHble ceTH

COIII/IaJII)HI)IC CCTU AKTUBHO BXOJAT B HAIly KWU3Hb, MHOTHUC JIFOAU pa60Ta}0T )41
JKUBYT TaM IIOCTOAHHO. MHorue nojab30BaTe/iu HE ITIOHUMArOT, 4TO I/IH(l)OpMaIII/ISI,
pasMCICHHAasA UMH B COOUAJIBHBIX CCTAX, MOXKCET OBITH HaﬁneHa M UCIIOJIb30BaHa KEM
Yroano, B TOM YHCJIC HC 00s13aTeNpHO ¢ OJIaruMHu HaMCPCHUAMMU.

OcHOBHBIE COBETHI IO 0€30IMaCHOCTH B COIIMAJIBHBIX CCTAX:

1.

2.

OrpaHuyb criUcoK apy3eil. Y 1e0s B Ipy3bsixX HE AOKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOAEH;
3amumiai cBOI 4acTHYIO kH3Hb. He yka3wiBail mapoinu, TenedoHsl, ajapeca,
JaTy TBOETO POKIACHUS U IPYTYIO JUUYHYIO HH(DOpMAIUIO. 3T0YMBIILIECHHUKH
MOTYT UCIOJIb30BaTh Ja)ke MH(GOPMAIMIO O TOM, KaK Thl U TBOM POJIUTEIH
IJIAaHUPYETE MPOBECTH KaHUKYIIbI;
3amuiai CBOI penyTaiuio - Iep>Ku €€ B UNCTOTe U 3a/iaBail cebe BOMmpoc:
XO0Ted OBl ThI, YTOOBI APYTHE MOJIb30BATENIU BUACIH, YTO Thl 3arpyKaclib?
[Tonymaii, mpesx/ie 4em 4To-TO ONMyOJIMKOBaTh, HAIIMCATh U 3aTrPYy3UTh;
Ecnau Tel roBOpUIIb C JIOJBMH, KOTOPBIX HE 3HACIIb, HE UCIIOIB3YW CBOE
peanbHOE UMS U JIPYTyIO JINYHYI0 MH(GOPMAIMH: UMsI, MECTO KUTEIbCTBA,
MeCTO y4eObl U TIpoyee;
Nzberait pasmemenus ¢dotorpaduii B MHTEpHETE, T/Ie THI M300paykKeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OIPEJICIIUTh TBOE MECTOIOJOKEHHUE;
[Tpu peructpanuu B COMMAIBHON CETH HEOOXOIMMO HCIIOh30BAThH CIOKHBIC
TIapoJI, COCTOSIIIME U3 OYKB M IU(P U C KOJUISCTBOM 3HAKOB HE MEHEe §;
JIns conpanbHOM CeTH, TTOYTHl M APYTUX CAUTOB HEOOXOIUMO HCIIOJIB30BATh
pasnbie napoau. Torna eciu Te0s B3IOMAIOT, TO 3J0YMBIIUICHHUKH MOJIy4YaT
JOCTYII TOJILKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBbIE JeHbIH

ONEKTPOHHbIE JICHBIM - 3TO OYEeHb YAOOHBIA CHoco0 TIaTexel, OJIHAKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT IMOJYYUTh 3TH JIEHBIU.



DJIEKTPOHHBIE JI€HbI'U MOSIBUJIIMCH COBCEM HEJABHO W MMEHHO H3-3a 3TOr0 BO
MHOTHUX FOCYyAapCTBAX JI0 CUX MOP HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TNle UX
pa3AensoT Ha HECKOJBKO BUJOB - AHOHUMHBIE U HE aHOHUMHBbIE. Pa3Huna B ToMm,
YTO aHOHHMMHBIE - ATO T€, B KOTOPBIX pa3peliaeTcsi MPOBOAUTH orepanuu 0e3
UIEeHTU(DUKAIINY TT0JIB30BaTENs, @ B HEAHOHUMHBIX UJeHTU(UKAIUS TI0JIh30BaTENs
ABIIAETCS 0053aTENbHOM.

Taxxe cinegyer  pa3nuyaTh  BJIEKTPOHHBIE  (UaTHble  JEHbI'M  (paBHBI
rOCYJapCTBEHHBIM BajlOTaM) W SJEKTPOHHbIE He(pUATHBIE JEHbIU (HE pPaBHBI
rOCYJJapPCTBEHHBIM BATIOTAM ).

OcHOBHBIE COBETHI 110 O€30MaCHON PadOTe C DJIEKTPOHHBIMU JICHBIAMU

1. TpuBsixu K cyeTy MOOMIBHBIA TeaePOH. ITO caMblil yIOOHBIA U OBICTPHII
croco® BOCCTAaHOBUTH JOCTyN K cyeTy. [IpuBsizaHHbIN TenepoH MOMOXKET,
ecau 3alyjellb CBOM IUIATEXKHBIA TMApOJib WM 3aifjielllb Ha CalT ¢
HE3HAKOMOTI'0 YCTPOUCTBA;

2. Vcnonp3yit omHOpas3oBeie maponu. llocie mnepexona Ha YCHWICHHYIO
aBTOpU3aIMIo TeOE yKe He OyIeT yrpokKaTh OMACHOCTh KPaXKU WIIH TIepexBaTa
MJIATEKHOTO TApOJIs;

3. Beibepu cnoxubiii maponb. [IpectymHukam Oyner HE MPOCTO yraaaTh
CJI0KHBIN mapoJib. HajiexxHble maposau - 3TO NapoJikd, KOTOPhIE COAEPKAT HE
MeHee 8 3HAKOB U BKIIIOYAIOT B C€0s1 CTPOUYHBIE U TIPOIUCHBIE OYKBBI, TUDPHI
U HECKOJIbKO CUMBOJIOB, TaKMe KakK 3HaK Jlojiapa, (yHTa, BOCKINIATEIbHBIH
3HaK ¥ T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE J10BEPSCILIb.

JJIeKTPOHHASA MOYTA
DNEKTpOHHAsl MOYTa - 3TO TEXHOJIOTHUS U MPEAOCTABISIEMBIE €10 YCIYyTH [0
NEPECHUIKE U MOTYYSHHUIO DJIEKTPOHHBIX COOOIICHHM, KOTOPHIE PACIPEeIeIsIiOTCs B
KOMITbIOTepHOH ceTH. QOOBIYHO DICKTPOHHBIA IMOYTOBBIM SIIUK  BBITJISIUT
CJeIYIONIMM 00pa3oM: UMsS_TOJIb30BaTesI(@WUMsI_ToMeHa. Taxke KpoMme rnepeaadn
IIPOCTOTO TEKCTa, UMEETCSI BOBMOKHOCThH MepeiaBaTh (hailiibl.
OcCHOBHBIE COBETHI 110 O€30MaCHON PaboTe C IESKTPOHHON MOYTOM:

1. Hagno BeIOpaTh mpaBUIIbHBIN OYTOBBIN CEPBUC. B HHTEpHETE €CTh OTPOMHBII
BbIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYUIIE I0BEPSATH TEM, KOTO
3HACIIb U KTO IIEPBbIN B PEUTHUHTE;

2. He ykaspiBaii B NW4YHON mouTe NU4YHYyr0 wHpopManmio. Hampumep, mydine
BBIOpaTh "My3bIKanbHBINA (aHaT@" wim "pok2013" BmecTo "temal3";

3. Hcmonp3yit AByXATAMHYIO aBTOPU3AIUIO. ITO KOTIa IOMUMO TapoJIs HYKHO
BBOJIUTH KOJI, MPUChUIaeMbIN M0 SMS;

4. Bp1Oepu CIOXKHBIA Tapoiib. J{JIT KaKI0T0 MOYTOBOIO SIITUKA JOJDKCH OBITH
CBOW HAJEKHBIM, YCTOMYNUBBIN K B3JIOMY I1apOJib;

5. Ecnu ecTh BO3MOXHOCTH HAITUCATh CAMOMY CBOM JIMUHBIA BOIIPOC, UCTIONIB3YH
3Ty BO3MOHOCTb;

6. Hcmonb3yit HECKOJIBKO MOYTOBBIX AMUKOB. [IepBEIil 17151 4acTHOM MepenncKu
C aJapecaTaMH, KOTOPBIM Thl JOBEpSENIb. JTO 3JIEKTPOHHBIM aIpec HE HAH0
MCIIOJIb30BaTh P peructpauuu Ha GopyMax u canrtax;



7. He otkpeiBaii (ailibl U Apyrue BIOXKEHUS B NMUCbMAaX, JAXKE €CIM OHU
MPUILIM OT TBOUX Jipy3eH. Jlydie yrouHu y HUX, OTIPABISIN JIU OHU TeOe
3TH (pailibl;

8. Ilocne okoHyaHusi pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKJIAIKU
c caiiToM He 3a0y/Jb HaXKaTh Ha "Boriitu".

Ku6epOy/iiMHI WM BUPTYyaJibHOE U31eBaTeJIbCTBO
KubepOymiunar - mpecienoBaHue COOOIICHUSIMU, COAECPKAIIMMHU OCKOpPOJIEHUS,
arpeccuto, 3alyruBaHue; XyJIuraHCTBO; COLIMAIbHOE OOMKOTHPOBAHNE C TTIOMOUIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO OOpbOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiics B 0oit. Jlyummii croco6: mocoBeTOBaThCA Kak ceOs BECTH H,
€CJIM HEeT TOTO, K KOMY MOKHO 00paTUThCS, TO BHayane ycrnokoutbes. Eciu
Thl HaYHEIIb OTBEYATh OCKOPOJEHUSMU Ha OCKOPOJIEHHS, TO TOJBKO €Il
00JIbIIIE pa30XKeIIb KOH(IIUKT;

VYnpasistii cBoeit kubeppenyraimei;
3. AHOHUMHOCTH B ceTd MHMMasl. CylIeCTBYIOT CIOCOOBI BBISCHUTH, KTO CTOUT

32 aHOHUMHBIM aKKayHTOM;

4. He crouT BeCTM XYyJMIraHCKUI 00pa3 BUPTyaJdbHOW >XKHU3HHU. VHTepHeT
(duKcHpyeT Bce TBOM JIEUCTBUS U COXpaHSET UX. Y AAIUTh UX OyJeT KpailHe
3aTPyIHUTEIBHO;

Coburoaii cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. UrHopupyii eauHuuHbli HeratuB. OJHOpa3oBble  OCKOPOHUTENbHbBIE
COOOIIeHHs Jy4llle UTHOpUpoBaTh. OOBIYHO arpeccus NpeKpailaercs Ha
HayaJlbHOU CTaauu;

7. ban arpeccopa. B mporpamMmmax oOmMeHa MTHOBEHHBIMHU COOOIICHHUSIMH, B
COILIMAJIBHBIX CETSIX €CTh BO3MOKHOCTh OJIOKUPOBKU OTIPABKH COOOIICHHIA C
OTNpPEIENICHHBIX aIPECOB;

8. Eciam Tb1 cBuuerens kuOepOysinHra. TBOW JEUCTBUS: BBICTYNHUTH MPOTHB
Ipeciie10BaTelNsl, I0Ka3aTh €My, YTO €r0 JACHCTBUS OLIEHUBAIOTCS HETaTUBHO,
MOJIIEPKATh )KEPTBY, KOTOPOM HYKHA TICUXOJIOTMYECKAsI [IOMOIIb, COOOIIUTh
B3pOCIIBIM O (PaKTe arpecCUBHOTO MOBEJICHUS B CETH.

MooniabHblii TesedoH
CoBpeMeHHble cMapT(OHBI M IUIAHIIETHl COJAEPKAaT B ceOe BIOJHE B3POCIBIi
(yHKIMOHAJI, ¥ Temepb OHU MOTYT KOHKYpHUpOBaTb CO CTAallMOHAPHBIMU
KomnbioTepaMu. OJIHAKO, CPEJICTB 3aIIUTHI IS TOJJOOHBIX YCTPOMCTB MMOKa OYEHb
Majo. TecTupoBaHUE U MOUCK YySI3BUMOCTEN B HUX POUCXOAUT HE TAK MHTEHCUBHO,
kak ais 11K, To ke camoe kacaeTcsi U MOOWJIbHBIX MPUIIOKESHUH.
CoBpeMmeHHbIE MOOUJIbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAJIM HACTOJbHBIE
aHAJOTH, OJHAKO pacimupeHne (yHKIMOHANIA BIEYET 3a €000 OOJBIIYIO
CJIOKHOCTh Y MEHBIIYIO 3aIIUIIEHHOCTb.
Jlaeko He Bce MPOM3BOAMTENN BBIYCKAIOT OOHOBIIEHHUS, 3aKpbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.
OcHOBHbIE COBETHI 151 0€3011aCHOCTH MOOMIIBHOTO TelieoHa:
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Huuero He siBnsiercst mo-HacToseMy OeciuiaTHbIM. Byb ocTOpoXeH, Bellb KOra
TeOe mpeasiaraloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO
IJIATHBIC YCITYTH;
Jymaii, mpexjie uem otupaBuTh SMS, ¢poto wiu Buaeo. Thl TOUHO 3HAEUIb, IJ€ OHU
OyayT B KOHEYHOM UTOTre?
Heo6x01uMo 0OHOBIATE OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Ncnonw3yii aHTUBUPYCHBIE MPOTPAMMBI J1JIsI MOOMIIBHBIX TEIE(OHOB;
He 3arpyxail npuioxkeHuss OT HEU3BECTHOTO HUCTOYHHUKA, BE€Ib OHU MOTYT
coJiepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHE;
[Tocne Toro kak ThI BRIAJEIIB C cailTa, T/I€ BBOAMWI JUYHYIO0 HHGOPMAIIUIO, 3211 B
HACTpoMKu Opay3epa u yaaiu cookies;
[lepuonnyeckn nOpoBEPsid, Kakue IUIATHBIE YCIYTM AKTUBUPOBAHbBI HA TBOEM
HOMEDE;
JlaBaii cBOMi HOMEP MOOMIBLHOTO TesieOHA TOJIBKO JIFOSM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEPSICIIIb;
Bluetooth momkeH ObITh BBHIKIIIOUEH, KOT/Ia Thl UM HE TOJIb3yelIbesi. He 3a0piBait
WHOT/a MPOBEPSTH 3TO.
Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPACOYHBIC, 3aXBaThIBAIOIIME pPA3BJICUCHUS,
00BEIUHSIONINE COTHU THICSIY YEJIOBEK 110 BceMy MUpY. UTpOKHU UCClIeNyIoT JTaHHbBIN
UM MHp, OOIIAIOTCS APYT C IPYTOM, BBITIOJIHSAIOT 3a/IaHUsI, CPAKAIOTCS C MOHCTPAMHU
U MOJY4YaroT OMBIT. 3a yJIOBOJBCTBUE OHU IUIATST: MOKYIMAKOT AMCK, OIUIAYMBAOT
a0OHEMEHT WJIU MPUOOPETAIOT KAKUE-TO OTIIIHH.
Bce atu cpenctBa mayT Ha MOJJEpKAHUE M Pa3BUTUE WIPBI, a TAKKE HAa CaMy
0€30MacHOCTb: COBEPIIEHCTBYIOTCS CUCTEMBbI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIE
naTuu (1M@pOBBIC 3aIUIATKY JJIS POTPaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1omo0HBIX WMrpax CTOMT OMacaThCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)kul TBOETO TapoJisi, HA KOTOPOM OCHOBaHA CHUCTeMa aBTOPU3AIMK OOJIBIIMHCTBA
urp.
OcHOBHBIE COBETHI O O€30MACHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu nmpyroit urpox BemeT ceOs IIOXO0 WM CO37aeT Tebe HEeMpPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;
[Toxamylicst aIMUHHACTPATOPAM HUIPBI HA ILIOXOE MOBEAEHUE TOI0 UIPOKAa,
YKEJIATEJIbHO MPWIOKUTh KaKUE-TO JOKA3aTEJIbCTBA B BUJIE CKPUHOB;
He yxa3spiBaii muunHyo nHGpOpMaIuio B mpodaiisie urpsr;
YBaxal Ipyrux y4aCTHUKOB I10 UTPE;
He ycranaBnuBait HeoduImaabHbIe TATYU U MOJIBI;
Hcnonb3yli clI0)KHBIE U pa3HbIE APOJIH;
Jlaxxe BO BpeMsI UIPbl HE CTOUT OTKJIIOYATh aHTUBHpYC. [loka ThlI urpaeuis,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIUHOM Kpaxel JIeHeTr W JOKYMEHTOB CETOJHS YK€ HUKOIro HE YAUBHUIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTHUM 3JI0YMBIIUICHHUKHU IIEPEMECTUINCHh B UHTEPHET,
1 MPOJIOJDKAIOT 3aHUMATHCS " TI0OMMBIM" J1eTTOM.
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https://сайтобразования.рф/

Tak mosiBUJIach HOBasi yrpo3a: MHTEPHET-MOIUEHHUYECTBA WM (DUIIMHI, TJaBHas
1[€J1b KOTOPOI'0 COCTOUT B MOJTYYE€HUU KOH(UICHIUATIbHBIX JAHHBIX [TOJIb30BaTENEH
- 1oruHOB U naposnei. Ha anrnmiickom sa3bike phishing unraerca kak GumuHr (ot
fishing - pe1OHast oS, password - mapoJnb).
OcHoBHBIE COBETHI IO OOpHOE C QUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Tl 0103peBaeliib, 4TO TBOSI aHKETa ObL1a
B3JIOMaHa, TO  HEOOXOAuWMO  3a0JIOKUpOBaTh €€ U COOOUIUTH
aMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Vcnonp3yil 6e30omacHble BeO-CAThl, B TOM YHCIIe, HHTEPHET-MarasuHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonw3yil ciioxkHbIe W pa3Hble Mapoid. TakuMm oOpa3oM, eciau Tels
B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJIy4YaT JTOCTYI TOJIBKO K OJHOMY TBOEMY
npo(dUITIo B CETH, a HE KO BCEM;

4. Ecnu Te0s B3OMaId, TO HEOOXOAUMO MPEAYNPEAUTH BCEX CBOUX 3HAKOMBIX,
KOTOpBIE /100aBjieHbl y TeOs B JAPY3biX, O TOM, YTO TeOs B3JIIOMalIH W,
BO3MOXHO, OT TBOEro HMMEHHM OYJET pacchliaThCsi ClaM M CCBhUIKA Ha
(UIIMHTOBbIE CANTHI;

YcranoBu HaaexHbii napois (PIN) Ha MoOMIIbHBIN TenedoH;
OTkiroun coxpaHeHue napods B Opaysepe;
7. He otkpeiBaii (ailibl U Apyrue BIOXKEHUS B NMUChbMAX, JaXKe €CIM OHHU

NOPULUIA OT TBOUX Apy3el. Jlyuiie yTouHu y HUX, OTIIPABIsUIN JIU OHU Tebe

9TH (HaiIIbL.

o vl

Hudposasi penyranus

[udposas pemytanus - 3T0 HEraTUBHAS WU MO3UTHUBHAS WH(GOPMAIUS B CETH O
tebe. Kommpomerupyromas wuHpoOpMalus, pa3MelleHHas B HHTEPHETE, MOXKET
CEepPhE3HBIM 00pa30oM OTpa3uThCI Ha TBOeW peanbHOM >km3HU. "l[ludposas
pernyTarusa" - 3T0 TBOM UMUK, KOTOPBIK (opMupyeTcs u3 uHbopmanuu o Tede B
UHTEpHETE.
TBoe MecTo XKHUTENbCTBA, y4eObl, TBOE€ (PMHAHCOBOE IOJ0KEHHUE, OCOOCHHOCTHU
XapakTepa U paccKasbl 0 OJU3KUX - BCE ATO HAKAILJIMBAETCS B CETH.
MHorue TOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IYOJMKAIuu  JIMYHOU
uHpopmaruu B MHTEpHETE, HE MOHMMAasE BO3MOXKHBIX MOCIEACTBUNA. Thl gaxke He
CMOJKEIIb J0TajaThCsi 0 TOM, 4TO (doTorpadus, pa3MelIeHHas 5 JeT Ha3al, cTaja
MPUYMHON OTKa3a MPUHSATH TeOst Ha padoTy.
KommenTtapuu, pasmemieHue TBoux ¢otorpaduii U apyrue NEeUCTBHS MOTYT HE
MCUYE3HYTh JJAXe TMOCIIEe TOT0, KaK Thl X yAAJIHIIb. Thl HE 3HACIIIb, KTO COXPaHUI 3TY
uH(pOpMaIIo, Tomaja M OHa B TIOUCKOBBIE CHCTEMBI M COXPAHWJIACH JIM OHA, a
TJIABHOE: YTO TOMYMAIOT O TeOe OKPY’KAIOIIHE JIFOJHW, KOTOPhIe HAWIYT U YBUAST
sT0. Haiitn mHpOpMaNuo MHOTO JIET CIYCTS CMOXET JI000W - Kak U3 OOpBIX
OOy ICHHH, TaK ¥ C HAMEPEHUEM MPUINHUTH BPEI. ITO MOXKET OBITh KTO YTOJIHO.
OCHOBHBIE COBETHI 10 3aIUTe HUPPOBOI penyTaIuu:

1. Tlogymaii, mpexae 4yeM yTo-TO MyOJMKOBAaTh U IMepenaBaTh y cels B Osore

WA B COIMAJIBHOM CETH,
2. B mactpoiikax mpodusis yCTaHOBH OTpPAaHUYCHHS Ha TIPOCMOTP TBOETO
npoQuIsl U €ro COJIEPHKUMOro, clieJail ero ToIbKo "miis apy3ei";



3. He pasmemiaii u He ykaspiBall MH(pOpPMaLMIO, KOTOpas MOXET KOro-auodo
OCKOPOJIATH WIIN OOUXKATh.
ABTOpCKOE NIPaBo
CoBpeMeHHbIE IIKOJbHUKHU - aKTUBHBIE MOJIb30BATEIN LU(POBOro MPOCTPAHCTBA.
OpHako fgajleko HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTMMH BO3MOXXHOCTAMH
uuppoBoro Mupa TpeOyeT CcoOJIOJEHUsS TMpaB Ha  HUHTEUIEKTYaJIbHYIO
COOCTBEHHOCTb.
TepMmuH "uHTEINIEKTYa IbHAsl COOCTBEHHOCTD' OTHOCUTCS K Pa3IMYHBIM TBOPEHUAM
YeJIOBEYECKOr0 ymMa, HauMHAasi C HOBBIX M300peTEHUMH M 3HAKOB, 0003HAYAIOUIUX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYT'M, U 3aKaHUMBasi KHUTaMu, (potorpadusmu,
KUHO(MUIBMaMH U MY3bIKaJIbHBIMU TTPOU3BEICHUSMHU.
ABTOpCcKHE TpaBa - 3TO IpaBa Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha
POU3BEICHUS HAYKH, JINTEPATyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJUIEKTYaJbHBIN/TBOPUECKHUN TPyl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CHpaBeIJMBble BO3MOXKHOCTHM 3apaboTaTth Ha
pe3ysbTaTax CBOETO TPyla, MOJYyYUTh HM3BECTHOCTh M mpu3HaHue. Hukrto 6e3
paspemnieHus aBTopa HE  MOXET BOCHPOU3BOJIUTH €ro  MPOU3BEJCHUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
NycKaTh B MPOKAT, MyOJWYHO HMCIOJHATH, MOKa3bIBATH/UCIONHATh B d(dupe uim
pa3memniats B UnTepHere.
Hcnonp3oBanue "mupaTckoro" MmporpaMMHOIO 0O€CIeYeHMs] MOXET HPUBECTU K
MHOTUM PUCKaM: OT IMOTEPU JAHHBIX K TBOMM aKKayHTaM J1O0 OJOKHPOBKH TBOETO
yCTPOWCTBA, I7ie yCTaHOBJIEHA HEJlerajabHas nporpaMMa. He cTouT takke 3a0bIBaTh,
YTO CYLIECTBYIOT JIETaJbHbIe U O€CIUIaTHbIE MPOrpaMMbl, KOTOPbIE MOKHO HalTH B
CETH.
O nopraJie

CereBu4ok.pd - TBOU TIJIaBHBIM COBETYMK B CETH. 3/1€Ch Thl MOXKEUIb y3HATh O
0€30MacHOCTH B CETH MOHSITHBIM U JIOCTYIIHBIM SI3bIKOM, @ IPHU BO3HUKHOBEHUU
KPUTUYECKOM CUTyallun OOpaTUThCS 3a COBETOM. A TaKkKe NPUHATh ydacTue B
KOHKYpCax U CTaTh CaMbIM LIU(PPOBBIM I'pa’kIaHUHOM !
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